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THONG BAO

Vé viéc dim bio an toan théng tin trén moi trwdong mang

Hién nay vién chirc, nguoi lao dong va ngudi hoc (sau day goi tat 1a nguoi
dung) thude Truong di dugc cp tai khoan truy cap va khai thac céc hé théng thong
tin ctia Trudng. Tuy nhién, mot s tai khoan ngudi ding sit dung mat khau don
gian nén tidm 4n nhidu rdi ro vé an toan va bao mat dit liéu ciia Trudng cling nhu
dit liéu ca nhan. Bén canh d6, cdc ma doc tin cong ma héa dit liéu (ransomware)
¢6 xu huéng gia ting 1am anh hudng nghiém trong dén hé théng méy chu, phin
mém tng dung va dit liéu tai Viét Nam. Do d6, dé tang cuong va phong tranh tan
cong trén moi trudng mang, ngudi ding can huu ¥ va thyc hién cac khuyén nghi

sau.

- Thudng xuyén sao luu dit liéu ctia don vi va ca nhén.

- Cai dat phﬁn mém diét virus cho may tinh dé ban, may tﬁ‘Lh xé4ch tay, thiét
bi s6 (mdy tinh bang, dién thoai théng minh,...).

- Kiém tra va cai dit ban quyén hé didu hanh, bo phdn mém Office va cic
tmg dung khac.

- Khong truy cap vao cac img dung hodc cac dudng link khong ré ngudn gdc.

- Dbi v6i tai khoan ca nhan dugc cép dé truy cap va khai thac hé cac théng
thong tin cia Trudng, ngudi dung cin dbi mat khau c6 do dai it nht 10 ky tu, gdm:
ky tu chit hoa va thudng, chit s va ky tu dic biét. Thiét 1ap xdc thuc tai khoan
ngudi ding t6i thiéu hai 16p.

- Ngudi ding cin thay dbi mét khau t6i thiéu 01 14n/ 3 thang va c6 trach
nhiém bao mét thong tin tai khoan dugc cip, khéng chia sé mat khdu v6i ngudi

khac. Pang xuit hé thong thong tin va tai khoan khi khong st dung.
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Nha truong dé nghi cdc don vi thudc Truong phd bién ndi dung trong Thong
b4o dén toan thé vién chirc, ngudi lao dong, ngudi hoc biét va thuc hién. Trong
qua trinh thuc hién, néu c6 vin d& thic méc can gidi dap, cac don vi, vién chiic,
ngudi lao dong va ngudi hoc phan hdi ¥ kién d¢én Ban Gidm hiéu (qua Phong Cong.
nghé thong tin, email: phongentt@ufm.edu.vn) dé kip thoi giai quyét. /
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